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The Schools Cyber Security Challenges are designed to equip

students with cutting edge cyber security skills, providing teachers

with resources to support the teaching of cyber security concepts,
and inform students of career opportunities in the field.

The Challenges are classroom ready, and aligned with both the
Australian Curriculum: Digital Technologies and the ICT Capability.
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FREE interactive classroom activities aligned to the
Australian Curriculum: Digital Technologies

Visit: aca.edu.au/cyber

Developed by the ACA in partnership with:
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hen you think of cyber security,
that _ or who — comes to mind? Is it
dark rooms? Or is it some

Western Australi ] :
After working in the public servic

seven year
cyber security team, and n
cyb
decade. In my current role at the
ia, I'm
Commonwealth Bon <2 Al%sualild what they all have in common is that
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focused on delivering %7 © 0 they’re passionate about keeping Australians
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oad, diver?é — and growing! _ discipline, ”
to match your skills and interests

Cyber securityis a pr
with job opportunities
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hackers in hoodies, bright screens in
one like me?
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er security has spanned more than a

9

ion initiati improve cyber : .
education initiarives fo FEP v and Australian businesses safe online
security behaviour.

Start askin i
Cuber security is for people who want to g yourself if you want to be part
v

of one of the fastest i
‘ . growing and cruci
make a difference In their career, who are . sectors worldwide? An induftry thart}laal' R HE R
. ? Ssc
creative and like to solve problems 4 out for people who are cur ious adaptalﬁf e SY NUMBERS

: . ers , ‘
collaboratively. In addition to ace co - and have good communica

tion skills,
and hackers, we need talent from a broad If that sounds b

like you, then ] £ STATS:
is, we : ; , you'll find : )
range of disciplines like data science, career where you can make 3 real differenie

. ing, project nafast- . .
research, business, mar‘ketllng pr a fast-paced, exciting field filled vi
nagement, communication and passionate people with CONTRIBUTION OF
manag fewl) i ple, wonderful mentors and
psychology (just to name a Iew: b cmen continuous learning opportunities DIGITAL ACTIVITY =
In this magazine, you'll read abou rg ' TO THE AUSTRALIAN
and women from different backgrounds, Samantha Wood ECONOMY
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— PREDICTED BY 2028
Which cyber security role suits you?

8

ADDITIONAL CYBER

SECURITY WORKERS
NEEDED IN AUSTRALIA

1. Your phone starts acting 2. You're taking partin 3. You're given a tricky puzzle to BY 2026

weird. Do you: a cyber security challenge. solve. What'’s your starting point? NUMBER OF
A Check out hashtags for news What'’s your role? A Research similar puzzles online JOBS THAT COULD BE

on trending attacks A Leader. Obvs and see if you can spot any trends DISPLACED BY FOUR

B Update your software and B Coding and testing B Build software that can reverse I WEEKS OF DISRUPTION
change your passwords, pronto C Watching the other teams engineer the problem TO DIGITAL ACTIVITY

C Throw your phone away and get a closely for any signs of C Check out the credentials of the AS A RESULT OF

new untraceable, non-GPS handset suspicious behaviour person that sent you the puzzle A CYBER ATTACK

COST TO
THE ECONOMY FROM
JUST ONE WEEK OF
DISRUPTION TO DIGITAL
ACTIVITY AS A RESULT
OF A CYBER ATTACK

Source: AustCyber

NUMBER OF
Want to know which box to tick when sussing out cyber_'r-oles? Quiz yourself!

ANSWERS:
MOSTLY As: Analyst

You're ace at getting the insights
and intel together to think big
picture, understanding the :
problem as well as acting onit.
Project management and
communication skills are key.
Head to p5 to get more dirt.

MOSTLY Bs: Engineer
Security engineers create new
security software. You're
enterprising, creative and ateam
player and can work with a wide
range of people to understand
and troubleshoot issues that arise.

See p14 for inspo.

MOSTLY Cs: Crime fighter
Digital forensic specialists are
frontline crime fighters, running
counter-hacking operations. You
need to be a critical thinker and
investigator, with an excellent
understanding of cyber security
practice. Get started on p10.

@ CYBER SECURITY


https://www.austcyber.com/resource/digitaltrustreport2020
https://www.austcyber.com/resource/austcyber-corporate-factsheet-australia-new-cyber-investment-opportunity-0
https://www.austcyber.com/resource/australias-cyber-security-sector-competitiveness-plan-2019
https://theconversation.com/we-could-lose-30-billion-in-weeks-from-cyberwar-but-the-real-loss-is-the-erosion-of-public-trust-142563
https://theconversation.com/we-could-lose-30-billion-in-weeks-from-cyberwar-but-the-real-loss-is-the-erosion-of-public-trust-142563

GET STARTED

ommunication, analytical thinking, and
creativity are all essential skills
emphasised in humanities subjects. S0,

se that areas that have

it's no surpri o
< are in high

traditionally been seen as ‘art
in cyber security careers.
deij;faha 3\7111 require an additional 17,0(;)0
cyber security professionals by 2026 :1 an
people of diverse genders, backgroun: s,f
| cultures and regions are highly sought a tert
Professor Ryan Ko is chair.and fhrector o
UQ Cyber Security at the University of .
Queensland and runs a program thiit alms1
attract grads from all degree areas. “We ;a(ee
people from any background — you can nav

Y

SHUTTERSTOCK

a degree in language, or music and still be
"l,,/// accepted into cyber security,” he says.

/! “Many of the cyber security challenges the
government and industry face are highly
complex. You need to decide whether threats
come from activism, geopolitical activity or
criminal activity,” says Ryan. “If you
understand cyber security you can work
everywhere from preventing crime to policy.”

Rachael Williams is the enterprise business
manager for technology company HP, which
supports five scholarships for women to study
the Masters of Cyber Security at the
University of Queensland.

GET THESE \ \
SKILLS: y
« Critical analysis

+ Problem-solving

 Communication

 Teamwork

v Creativity

v Leadership

v Strategic thinking
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One of the critical things you want
students to be able to do

is thinl iti
collaborate effec tively” < critically and

1 she says.

I.n the corporate world you're not makin
deC}sions by yourself — you need to presentga
bus'lness case and work collectively to make a
Project happen, and to get people to follow
you. Our passion is to get girls engaged as
early as possible and understand what STEM
learning is, how it connects to a career and

that you don't need to be great at maths!”

Alisha Hummel is 3 cyber security consultant
for KPMG and mentor for the Victoria
Indigenous Engineering Winter School. She
.Ingyed into a degree in cyber security after
Initially thinking of going into law
Alisha says skills such as cornrr.1u
mar.lagement and being adaptable and flexible
are Important to her job helping government
and financial industries safeguard against
cybercrime. “I love a challenge!" she says. "It

does sound cliche to say, but not every day is
the same” — Heather Catchpole

nication,




\_ SHANIS LOVIN TRACES THE FODTPRINTS £
LEFT BY CYBER CRIMINALS — BUT THERE'S |
MORE TO HER JOB THAN CODING AND TECH

verything we do online leaves a digital footprint. e
Shanis is one of the Commonwealth Bank of Austra La r
(CBA) 2020 Enterprise Services g.radgates and a membe
of the digital forensics team. Her 19b is to‘make'sur.e
datais recorded as evidence for trials or .|nve.st|ga.t|0r.\s.
“None of this evidence can be messed with, just like in

real life,” she says.

Shanis started 0 .

internship program while studying e

ion Technology at Macquarie .

Ef:z:{n e?(tperience in software develmegnt and 0P|er§t|0ns
(DevOps) and stayed on asa part-’grlne .mtern until she
moved on to cyber security after flmshmg_her”degree.

“In the grad program you can do gnythmg, she shayis,e )

adding that the rotations between different teams help

her choose her current career path.

NOT JUST TECH SKILLS _—
Shanis says one of the big surprises when s.tartmg outin
cyber security was the number of roles available and the

range of skills needed.

ut with CBA in the summer holiday
for a Bachelor of

LAUREN TROMPP

ni. She gained some

CYBER SECURITY+CBA

DIGITAL FORENSICS

“Alot of the roles aren't technical
ex.almple, the cyber-strategy team us,e
skills to keep the bank secure and co
§olutions to other teams. The cybero
information about cyber security wit
and teach people how to stay safe o
skiils are important across aj| cyber roles,
Communicating with people is important, as js your
knowledge and understanding of how attack; happen,”
sa.y.s Shanis. She adds people management collaboraiio
critical thinking and innovation to the list ofyuseful skills §

“You need to think outside th
' e box. Attack
8oing to take the easy route.” e

she says. For
S problem-solving
mmunicates these

h the general public

GIVE IT A SHOT

During her degree and internship,
from video-game coding and com
development and Cryptography. Cyber security may sound
mystgrlous or even intimidating, but Shanis saysit'sa fun
Experience with a supportive team. “It’s worth givingita
shot. You'll never know unless you try!” — Nagine Cranegnburgh

Shanis tried everything
puter graphics to weh

YOU NEED TO THINK OUTSIDE
THE BOX. ATTACKERS ARE NOT

GOING TO TAKE THE EASY ROUTE"

utreach team shares

nline, and interpersonal

CBA

GRADUATE PROGRAM.

>>

ENTERPRISE SERVICES
INTERN. CBA

WEB TEAM INTERN.
MACQUARIE UNIVERSITY

BACHELOR OF INFORMATION TECHNOLOGY
(SOFTWARE TECHNOLOGY). MACQUARIE UNIVERSITY

° @ CYBER SECURITY



CYBER SECURITY+CBA

"
OF A PEN T

Discover what work looks _er fgr an
‘ethical hacker’ at Australia’s biggest bank

OVID-19 restrictions may have. Put adentin
the after-work foosball competltlF)n, but
Commonwealth Bank of Austral%a (CBA) 1
penetration tester (pen tester), A.ndrze] Grzeslak
still loves the varied nature of his role and
learning something new every day.

Andrzej's original goal was Fo become a ‘
software engineer, buta practical pen—teitmg. 3
subject at uni changed his mind. He really enjoy

the process of understanding how a piece of

hardware or software work

Andrzej came top of hi
subject, which was sponsored by CBA. AfFer .
trying outa software engineering role during the
degree, Andrzej applied for the

grad program at CBA.Heis
m, with

last year of his
Enterprise Services :
now a pen tester in the cyber security tearm,
the important job of seeking out and reporting
security flaws in hardware and sotitware. e
Andrzej says his role is very varied — one day

i i he next
i ting basic web apps andt .
e ot the s in new building

learn,” he says.

| GET PAID Tg
AND BREAK THINGS!"

LAUREN TROMPP

CAREERSWJHSTEM.COM

IN THE L
EST

ed, then pulling it apart h

M
. . @ . . . .
to try and find its Wea1<n§sses. 4 break 0% s N\ applications, mobile apps, ATMs and terminals.
“It's funny that I get paid to try @ .4 There are also thick-client applications, which are
things!” he says. ) . W computer programs rather than apps - like what
en testing >, i
sclassin thep £ tellers use to take customer details.
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Review what I'm testing for the day — usually it is
a new piece of software or hardware that is ready
to be rolled out, which we need to assess. Since the
start of the COVID-19 pandemic, I mostly work
from home and only go into the office to do
certain tasks like hardware testing.

10.30am

After the morning coffee run, I start testing a
piece of hardware or software to see if it'’s working
as expected. I collaborate with specialists in

@ various fields during the testing process to detect
#] security flaws. The most common fields are web
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GRADUATE PROGRAM,

>>

1pm

Lunch! Chicken laksa is my favourite.

'SOFTWARE ENGINEER.

S 2pm

% Hardware testing. I use little gadgets to probe the
» hardware and understand how it is working
physically. I also try to eavesdrop on
communications between hardware devices, to
see if I can extract or tamper with them.

§ 5.30pm
We have a fantastic foosball table at work. Before
pandemic restrictions, the team liked to end the

day with a game or two. — Nadine Cranenburgh
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Securing
your passion

TOP MARKS IN HER RURAL HIGH SCHOL SHE DEFIE
EXPECTATIONS TO FOLLOW HER PASIlIgIgII] i

vangeline's great marks meant people in her hometown of
Mudgee, NSW expected she would study law. Instead, she
enrolled in a computer science (CS) degree at UNSW to pursue her
passion for problem-solving.
While she hadn't focused on coding at school, Evangeline was
fascinated by the inner workings of tech. “l was always thinking
‘how does this work, how does it send information back?” she says.
Now in her third year of uni Evangeline is majoring in security
engineering with a minor in psychology and works two days a week
in the Commonwealth Bank of Australia’s (CBA) Cyber Security

Associate Program.

Evangeline’s psyc
empathetic human approa
situations “with two minds
report writing, an important part of herc

hology minor has helped her take an

ch to cyber security, where she looks at
" |t's also given her a lot of practice with
yber security role.

CAT AND MOUSE!

While ethical hacking or pen testing is one of the
best-known jobs in cyber security, Evangeline says
there is a lot more to the field.

She explains that cyber security roles usually fall
into two main areas: the red team (or the pretend
bad guys) and the blue team (the good guys). “It's
a cat and mouse game,” says Evangeline.

Her current role at CBA is with cyber defence
operations, which detects malicious activities.
She says thisis actually a ‘purple team’, i
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Red vs Blue
Would you prefer to think like a i i

LAB ASSISTANT A
TUTOR. UNSW po-

h;.:ker ;)121 the red team, or save the A
y with the blue team? Or ti
' . maybe
d . .
bit of both with the purple team? ause | ntegrates element
) Hors are 8 fow ontions: many options out there ” she sSaof red and blue. “There are so A
;ttazt:: t;e:.gm:. imitates real-world LOVE AT )
ainst the organisation FIRST :
. s . AT BYT £
dg::;e team: combines the attack and Eva”gelme g scovered securityeE ineeri =
ce team to uplift remediation e e el ove One of st lorswas sy E :
fence team to vy ed. the CBA cyh - One of her guest tutor. year oM
activiti : detects malicious t oy o security outreach pr o erourogedne 2 :
o o and-reports s 0 apply for the hank’s Cyber Secp 0gram, who encouraged her e5
s s s m?pact ot the attaok . After finishing her degree, Ev. ur 't)_' As'sociate Program, §:
Lyses the mpact of the attac foinng the CBA Enterprise Ser angeline is looking forward to 2E
o by flxing the 4 . I'm keen to explore all o ;/lces Graduate Program 25
¢ CBA.” she s Pportunities avail : e
] Js. - ilable to me at e

Nadine Cranenburgh
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CYBER SECURITY+ACA

From social media sleuthing to crafty cryptography, the Schools
Cyber Security Challenges help students gain skills and knowledge
about cyber security practices and principles

he Schools Cyber Security Challenges are ’
4 series of realistic learning modules thzt.
teach cyber security techniques and co 1 1{negk;ls
They're a great way to gkill up in th(? techr(lilca ; !
and human aspects of cyberlsectu]jlt;]1 ear(l: h;almlr;nges
: 1 groups in class, or solo at NOME
igget;ieg rbetf/)veen four to eight hours to corgplete.
“We know many schools have. prograryni in _
cyber safety and bullying, but kids arent ear;'leln g
the technology elements they need to stay sa t(;r y
says Associate Professor James Curran, D:e; N
the Australian Computing Academy (ACA),
created and runs the Chillenges.. e
llenges cover four topic : A
inrfriincatlizn prgivacy and securi.ty, data encryyl)tlon
and transmission, wired and wireless network

web application security. Each
arning areas such

security and tor !
Challenge is linked to school lear’

as Information and Communication Techxllolcl)gy |
(ICT) capabilities and the Australian Curricuiun:
Digital Technologies. . .

fc‘zAs teachers, we were looking for something

more than just the usual talks and videos about
nd the cyber security course
hirley

o

Munro, an ICT teacher from McKinnon
Se“condary College in Melbourne.
. The course is giving students a great insight
- ;lnto the World of cyber security. It shows them
ow the information they share across different
platforms can be pieced together to gather a !
detailed profile about them in the online world.”

es Challenges cmp.ac/dt

i

| using social mediaa : a
has filled this void beautifully,” says S

L]
—

ry Y 7/5% %3 A ]

. More than 85,000 students in 2200 schools
o rom ac i
g7 THERE ARE ross Australia have taken partin the

F538#3 Chall ‘B
7 50843 LITTLE STEPS PEUPLE Sdes;giscon?enHorgan,ayear7studentat

ary College in Balmai
c AN T AKE Tu Information Privacy andgggjuriiyn?ﬁzﬁsggg fe

SHARE SAFELY" 508 Wé‘lS “fun and interactive”,
‘ 7 i It was very innovative, They have many
. f.l ferent apps to interact with that allow you to
ind out information about people,” he says

18

tal Technolog
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5TE317 g f-‘rom Cyber 101 to network security
Students quickly realise how the Challenges
relate to unsafe situations and behaviour ognh'
by themselves or their parents that leave thenfl )
open to fraud, cyber attacks Or scams,” says Jam
4 For example, parents posting about,their .
chll(?h'en’s birthdays a few days after the event d
post%ng images of their schoo] uniforms on soc'arll
medla.rneans their personal information is ea lla
acc.essﬂole. Understanding how much we sh -
online and what's safe and what's risky is El"e
_|.+ part of the first Challenge. e

wrp .
+ here are little steps people can take to

share safely,” says James
2@ (3] am :
)0 .

Test yourself!
Can you decode this word?

D-Z-C-F-S

Hint: take g step forward
to see if you can deCIPHER
the word. Answer is

on pl9.

O
O)

©

SHUTTERSTOCK
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The content is continually up(.iat(.ed to staq'f1

relevant. For example, while phlsh}ng (emal ;
is included in the Informatu?n ?rlvacy an

o there’'s been arisein

’ sent directly

scams)
Security Challeng Te's
‘gMSishing’ or SMS phishing: texts

to kids' phones via SMS.

preparedness
people working in cyber

st growing job areas

of organisations report

Skill up for career
You'll also hear from
security, one of the faste
‘ orldwide, 53% s '
Zr;);orfé;z of cyber security skills. And.ltls n(;te ]rust
about your technical knowh9w. Ess'enFla gyin
security skills include tenacity, curiosity, being
le to piece together
lient in your approach

77
Ml <ystematic, being al? i
J5 ige information and being resi
@ o o problem, says Iames..

«all of cyber security 1s
_ often with people. If you
code on a website and youre

(error), you need to thin :

‘pulling that thread’ to find that .

«“e wanted to show in an authentic

way that careers link to the

+ ._\-
343

s VAN

387 about problem—solving
A looking for a bug

bug," he says.

843

O

=N AT )1
%8 Lkind of
problem—solving
that you see in the
challenges — Jike
social media sleuthing”
says James. “In all of our
P 2ctivities we include industry
R R7 B Drofessionals explaining what it's like
to wqu In cyber security. Young people in the
:;101.'k1ng }xlxvorld talking about their career and
] their pathway is an important insj i
i ight
cyber security is” giimo what
. If you're looking to develop your tech skills
i Cl;rtﬁer, there are also Digital Technologies
Y act.a enges (online and unplugged classroom
ivities for Years 3-8) and more courses on
the ACA website.

1 Do7ne the Challenges and looking for what's
next? Yf)l.l can get involved in Capture the Flag
c01.'npet1t.10ns (see p16) or take our cyber safet
quiz at blt.ly/cyber—quiz. g
) 'T}.le're are a bunch of competitions and
il activities out there for kidg to get into!” says

James. — Heather Catchpole

194 You

711,90

3400107

don't have access to the 4 \ o’
i ‘ .1 /| information that can be

Ik about how you can keep

NAME DROP
GET THE LINGO

Bug: An error in programming.

Exploit: an attempt to
take advantage of 3 bug
or flaw in a system for

" Cipher: Analgorithm (set of rules) to malicious purposes,

encrypt or decryptinformatlon.The L 4
simplest ciphers replace alphabetical "

|etters with numbers, for example.

Network security:
Rules and set-ups
designed to protect
networked devices from
hacks. Networked

| devices can include

| drones, fridges, TVs, road
signs, or even vehicles.

J S100Yog

o~

Phishing: An attempt
to get you to provide

7 Cryptogrqp V: Techniques to
keep information secure by using codes
scrambling techniques and keys. ’

| banking details, personal
information or passwords.

LRI ekt SMSishing: Phishing

scams conducted by SMS.
/85

iy

privacy and security
Grasp personal information security by

Irey) £y
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and how these concepts are implemented through code.
This Challenge teaches programming in the context of
classic cryptographic ciphers like rotation, XOR and mixed
substitution, and explains the techniques used to break

these forms of encryption.

M Network security
o8 This Challenge teaches the fundamentals of
wired and wireless networks and the
underlying principles of digital systems
using BBC micro:hits.

Web application security
] This Challenge demonstrates the
importance of security in web
applications by exposing typical
flaws in websites that can be
A exploited using tools built into
@ the web browser.

@ CYBER SECURITY


https://www.csoonline.com/article/3331983/the-cybersecurity-skills-shortage-is-getting-worse.html
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SHUT

Forget what you think you knovy er
T(r)u;gse five real-life cyber security pros aré spilling the facts...

and there's hardly a hoodie in sight!

/A
ALISON Ki
JUNIOR CYBER
ANALYST. CBA

MTYH: YOU HAVE TO KNOW WHAT
YOUR CAREER PATH LOOKS LIKE
FACT: CYBER SECURITY CAREERS
ARE WIDE AND VARIED - DISCOVER
WHAT YOU LIKE AS YOU FORGE
YOUR OWN CAREER PATH

Technology was Alison’s favourite subject at

school and she knew she wanted a career in
tech, so she enrolled at Macquarie University to
study a Bachelor of IT majoring in Software
Technology. During her degree, a cyber security
mter.nship at NSW Health popped up — this was
the f!rst time she'd tried it out and she loved it

Ah§on switched into the then-brand-new cyl;er
sgcurlty major at her uni. A Kamilaroi woman
Alison soon found out about another intemsh'ip
opportunity through Walanga Muru, Macquarie
University’s pathway and engagement program
forAboriginal and Torres Strait Islander students
The internship was at the Commonwealth Bank .
pf Australia (CBA) - and Alison continues to
mtt.ern part-time as a junior cyber security analyst
while completing her degree.

However, Alison is still figuring out exactly
where in cyber security she wants to take her

BACHELOR OF IT (CYBER SECURITY). CYBER SECURITY INTERN. JUNIOR CYBER SECURITY
MACQUARIE UNIVERSITY CADET. EHEALTH NSW CBA ANALYST. CBA

career. She currently likes the idea of |eafmng
more about penetration testing (pen ftestmg)
_ the cool-sounding cyber security glg th,at
basically involves finding an orgamsyatlon S wea}<
spots before someone else does. “It's fun —youTe
kind of like a hacker, but not really,” she says.
Alison expressed this interest to her-team
at CBA, and now she gets regular tutormg
on a Friday. “That's something our team s

really great for,” she says.

CAREERSWITHSTEM.COM Q



ANNELISE RALEVSKA

i t
i ! ty Assessmen
i in Westpac's Secgn e
Anneh'sz‘::;zzw which she explains “1s pre::yt tr]r:auc
?ee:\rlr:(’:’ In cyber security the.red tean; :Espo_mts .
o ? ss.of acompany by looking for w pome ™
e r systems, networks, staff and/or pocedures’ o
c0mpu;[teackys.ystems bad processes and prls)
| i ails).
e ﬁa’s bad habits (like opening fake errc\over S
i ample, Annelise might try to un ot
i Forg);nk’s sécurity processes by r.eques s
mgzﬁding without the right pass, beingasp
a .
| : nologists
. m;'pos\t:tzo started at Westpac asa Youngr?ﬂ and%t,S
Anlne lss’((?esses that cyber security |§ a hugtte ra0|es ber
o ?f, ding. “There are heaps of differen e e
o i ioy more of the creatl ik
ity — you might enjoy m ‘ e
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. BACHELOR OF IT,
DEAKIN UNIVERSITY

INFORMATION SECURITY
CONSULTANT. WESTPAC

DXC DANDELION PROGRAM,
DXC TECH

YS TECHNICAL
: CYBER SECURITY IS ALWA

:"AY[.:I.'I".I THEY'RE NOT ALL HACKERS AND CODING
IS NOT A PREREQUISITE!

be technical, but also creative and st
important work.

“You have that sense of
S0 it’s really important and

rategic, and because jt's such

purpose, you're protecting Australians’ money,
you're driven to succeed,” she says,

WESTPAC YOUNG GRADUATE,
TECHNOLOGIST SCHOLAR WESTPAC

MASTER OF CYBER SECURITY,
UNSW CANBERRA

DLEY
SECURITY ANALYST, NAB

As asecurity analyst at NAB, it's Joe's job to manage
the security of the accounts of employees with
privileged access to internal software and programs,

“Different accounts have different levels of risk
associated with them, so you have to be able to
understand that and decide which set of procedures you
use,” explains Joe, adding that this work requires someone
who is good at looking at the details and investigating,

As aman on the autism spectrum, Joe brings these
skills and more to NAB's cyber security team as part of the
bank’s neurodiversity program. “|f you have people with
different ways of thinking, you can often get different
approaches to solving problems,” says Joe.

While studying a Bachelor of IT at Deakin University, Joe
joined a company called DXC Technology as part of their
DXC Dandelion Program, which is about supporting and
celebrating the talents and skills of people on the autism
Spectrum, helping people like Joe build a careerin|T.

Through the DXC Dandelion Program, the opportunity
arose for a cyber security role at NAB. While Joe’s
employment js through the Neurodiversity at Work program
at NAB, it doesn't define his day-to-day job. “People don’t
care whether you're autistic or not. If you're good enough, if

you're capable to do the job, that’s what matters,” he says.

SECURITY ANALYST,
NAB

NOLOGY

@ CYBER SECURITY
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CKEN 7/
CAYIELEEHI'!AEsﬁll}éLLIGENcE ANALYS

AN
MYTH: CYBER SEL'!.IRITY IS
ANTISOCIAL BOYS' CLUB

FACT: YOU CAN SEEK OUT SOCIAL
SPACES AND SUPPORT GROUPS

A lice knew she wanted to study something

tech-related at uni, but she also wanted to make
sure her career had a deeper sense of purpose and job
satisfaction. When she Came across the Bachelor of
Cyber Security at La Trobe University in Melbourne it
looked like the perfect match.

“For me, cyber security has that deeper sense
of purpose beyond your average networking and
programming sort of stuff,” says Alice.

However at uni, Alice found herself to be one of only
afew women in the course. “We started hanging out
between classes, and we realised we al| felt, if not
exactly imposter syndrome, then a little bt out of
placeina male-dominated course,” she says. So Alice
and her friends started up a support network called
Girl Code. “We wanted to create a safe space to have
astudy group or 3 Facebook support page where we
could ask questions that we didn’t always fee
comfortable asking in a formal learning environment.”

At the start of this year, Alice undertook
atwo-month summer internship at ANZ bank,
which turned into 4 regular part-time gig as a threat
intelligence analyst while she finishes her degree.

When she graduates, Alice says she’s keen to be
involved with similar support networks to Gir| Code,
but for cyber security professionals — such as the
Australian Women in Security Network.

THREAT INTELLIGENCE
ANALYST. ANZ
LOR OF CYBER SECURITY. EEW
BM:HLEA TROBE UNIVERSITY

CAREERSWITHSTEM.COM e
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Intelligence Service at global telecommunications
company BT, where he works part-time.

“I'm one of a number of people leading the Threat
Intelligence Service which will be released as aglobal
service offered hy BT,” explains Benjamin. Under the
new service, BT will provide organisations with
information about the current and emerging cyber
security threats and deliver real-time intelligence,
helping them stay ahead of cyber criminals,

Benjamin first landed a cyber security internship

at BT through the UTS CareerHub, which helps students
find industry experience opportunities, The internship
then turned into a part-time gig while Benjamin
simultaneously finishes his degree.
When Benjamin’s not working and studying, he loves
gaming. In fact, he spent two years working for US
professional gaming company, eRa Eternity, before
retiring from the Pro-gaming world to focus on his study

and cyber security career. — Gemma Chifton
e ——

HREAT INTELLIGENCE
SECHI'}!I'TEYRI?NBATLYST ! ANALYST. BT

CHELOR OF SCIENCE IN IT
BAIIZ:YBER SECURITY). UTS
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tthere a global cyber security

to ge company. It createg and
sells cyber security

technology and solutions
to more than 70,000
organisations

and 150 countries.
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Jason Spindlow says he finished hi
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wand present the cyber security discussion,” he says.

CERT IV TECHNICAL NETWORK ENGINEER. ADVANCED DIPLOMA IN CHANNEL SYSTEMS ENGINEER.
CYBERPRO NETWORK SECURITY. TAFE PALO ALTO NETWORKS
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BACHELOR OF LAWS, SENIOR CASE CUSTOMER SUCCESS
UNIVERSITY OF MANCHESTER MANAGER. CYFOR MANAGER. WANDERA
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Free trainings for all skill levels
- from beginner to expert

Access 250+ hours of industry-leading digital
learning covering network security, cloud
security and security operations courses for
all skill levels.

%: Start learning today:
www.paloaltonetworks.com/services/
‘education/digital-learning




SKILL UP N

TEST YOUR CYBER SKILLS

LOVE PLAYING GAMES AND SOLVING PUZZLES? PIT THEIR\Nl;l'S AGAINST INTRIGUING 4
AND ALSO GET ENDLESS SOFT DRINKS AND PIZZA F& /

CYBER CHALLENGES. OH.

D o -
P~

|n a Cyber Security Challenge you must decrypt,
decipher, break and hack your way through a series
of goals, typically gaining ‘flags’ at each point.

This can mean solving number or word puzzles,
going into the code behind websites o images,
cryptography, searching through posts for clues and &’t‘
even using ethical hacking practices to locate [\
real-world missing people, as Was the case in a recent
Western Australian Capture the Flag (WACTF) event.

“pll of the challenges presented are built off
real-world scenarios that Perth security
practitioners have come across,” says Aaron

Doggett, one of the organisers of WACTF and ,
director of cyber security consultancy Hivint. fg
“The aim isn't to expose people to theoretical Solving crime in iﬁe ¢
yber security world N
AN

problems, but to show them the types of things that
penetration testers, analysts, forensics consultants

' 7]

makes for hun
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those with an interest jn |T fth T professionals, o s
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“WA
br l'nging tToF,*;:altshoe’r)r(:rm()teS teamwork and the
approaches and 0t people with different skills There's a host of cyber security challenges to ‘
general perspective,” says Aar,on look out for. Daisy Sinclair is founder and CEO of i
' Cyber8Lab one of the companies that runs the

| Regional Cyber Challenge — an event that pits
international teams against hypothetical attackers

1| in an Incident Response Challenge.

LIKE A CHALLENGE?

Perth
teacher Donna Buckley, Assistant Head of

Mathematics a
t John Curti
st in Colle e
fhz?{?giswv;/)irs-;er y engaged. “It V‘isﬁftt:ﬁ”g;t: Says dawe P «The Regional Cyber Challenge gives you invaluable
curiosity and I V\{ell in tests - critical thinkin ON uc ’ EY " experience which demonstrates hands-on processes
persistence were some of the A DONNA KL . require(,j[ to r;(as;;t;;d to cybtgr atta;kland defending
> your network at the same ime,” Daisy says.

sklll§ they really needed ” Donn
ngh school student drlando s

Morris-Johnson from Perth Mod
?chool has done two CTF event: o

You.work on everything :
hacking-wise: reverse engineeri
programs, breaking encryption h
and much more,” Orlando says

{mran Esack Dawoodjee from Asia Pacific
University of Technology and Innovation, Malaysia
was on 2019's winning team, Shellhound. “The
challenges themselves provided to us during |
the competition were very interesting,
employing a mix of skills from different
disciplines in cyber security,” says Imran.
“For example we were asked to analyse
an email that was possibly malicious,” he
says. “Digital forensics, malware analysis
and software reverse engineering all came
in handy while solving that challenge.”
“«The human side of things isnot so
straightforward and much more insidious: for every
wrong flag we submitted, we'd have marks
deducted,” Imran explains. “It really hammered
home that defenders can’t afford to make mistakes
lest more people be hurt.” — Heather Catchpole

Find a Challenge!

e WACTF: capture.tf (12-13 Dec 2020)

o AustCyber: bit.ly/austcyber-challenges

: gzmo s CyberTaipan: digitalcareers.csiro.au/en/CTaipan
gional CyberChallange: regionalcyberchallenge.com

Jol
HN CURTIN COLLEGE OF THE ARTS / WESTERN AUSTRALIA CAPTURE THE FLAG

CAREERSWITHSTEM.COM G


https://capture.tf/
https://bit.ly/austcyber-challenges
https://digitalcareers.csiro.au/en/CTaipan
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 The lowdown on what’ OK to bos

n be used to locate your school and
(because youTe likely the only person
ame at your school).

cited about holidays on socials is fun,
dvertising that your house will be
staying secure...

s not to share your bank details
our school uniform is
u're at

therefore identify you
harmless? How about ¢ with your exact full n
your favourite local cafe with mates? Similarly, getting ex
It's not always super clear how your online information but you could alsobe a
can be used — for example, your school uniform probably empty. Here'sa #TMI checklist to

online — but surely a pic of youiny

I t might seem obviou
hecking in online when yo

/ some of the following might help narryow
down your identity, but probab\.y won't
be enough t© identify you-

Your full name Your nickname
weather
GIFs Memes The
Your pet’s name Your sports and hobbies

SHARE WITH CAUTION N Birthd
irthday

Ehesi are usually OK to share,
ut think twice about how m
uch Ph
otos

info;mation you're giving away and
o whom — you may want to limit the Mobile number

following to people you trust.

Holidayplans  Email address Geotagged photos

Check-in location Your school Pic of concert tickets

DON'T SHARE Home address

Keep these deets top secret —
you don't want them getting Banki
anking PIN

into the wrong hands!
Login and password details

Banking details

Pic of your new driver’s licence

/ 4 - A\ ¢
1 2 i .
i .
~ W 1 \

g 7 Challenge yourself! rmisino: '
: Pt thmlgh tthugra?'elcf. This info is taken from just one of many resources and activiti
e Securty ol @n omputing Academy (ACA), which offers Digital Technologi ”
: nges online for you to test your tech and cyber skills! Visit aca.edu aglllefsoind
! .edu. more.
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CYBER SECURITY JOBS NEED YOU.

ONE OF AUSTRALIA'S TOP CYBER SECURITY EXPERTS. PAUL HASKELL-DOWLAND.
GIVES US THE LOWDOWN ON THE WORLD’S MASSIVE SKILLS SHORTAGE IN
CYBER SECURITY - AND WHY THAT MEANS BIG CAREER POTENTIAL

\o

w7

A

< (\yber security jobs are diverse, challenging
and exciting — and there is no where near
enough people signing up for the career.,
which means huge opportunity, according
to Associate Professor Paul Haskell-Dowland,
a cyber security expert at Edith Cowan
University (ECU). With more than 20 years
in the industry in Australia and the UK, he —
know. S€ taKing cyber majors and units. “We’ :
sh(?}'lr‘:e capacity of schools, TAFEs and numb.ers of students in the ared o Cyb\é\:eszecﬁfi:;?;:jni elﬂort:nous
universities to deliver the number. of p.eople touching he t cr theorso o s
that's needed with the skills required in Theongome s, b
W industry is not going to catch up for many pushes upsatrms o roge.
) years,” Paul says. “We're looking glot-)ally the baok ot sou el
e s ol opinties your.secm,‘d and third jobs will come calling for you,” Paul sa
rising to millions, this decade.” “ Hi .adv.|ce o o icoecaligry Ofy o ys;
For example, Paul s2)° ECU alone has ove/ i Working in cyber draws on a wide skill set, but you don’t netraz'a

1100 students studying cyber security - and ¢ technology background to come jnto ¢

. : . : yber security. Really, it's hayi
that's justin ECU's dedicated courses, not that flair, that enthusiasm that matters,” he says. — Gemm); ghS/Y?:/;/ "

uts graduates in high demand which
dent.s that your first job will come off
moting yourself to the industry, but
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SEE YOURSELF ON
THE FRONTLINE OF
CYBER SECURITY

Study at WA's only Academic Centre of Cyber
Security Excellence.

With cyber security threats only increasing, there's
never been a greater need to protect Australian
businesses, government and the community

from digital crimes.

ECU's cyber security courses are designed

to meet the changing landscape of our
cyber security future. Our students learn

in world class facilities, including a new
multimillion dollar Security Operations Centre
opened in 2020. They also receive real world
experience through placements, internships
and industry projects making them ready to
tackle a constantly changing digital world.

ECU has the largest cyber security and research
program in Australia, which has been recognised by
the Australian Federal Government as one of just
two Academic Centres of Cyber Security Excellence
in Australia. For an in-demand career in a fast
growing industry, study cyber security at ECU.
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31 Zt:)? PATHWAYS
WHAT SHOULD | STUDY?

THERE’'S PLENTY OF OPTIONS OUT THERE... FROM SHORT
TASTER COURSES TO SPECIALIST DEGREES IF YOU'RE Zt“\?
THINKING A CYBER CAREER MIGHT BE FOR YOU.

[

TION #1:

IENCE :
AN ENGINEERING. SC
OR IT DEGREE AND SPECIALISE R g'rn[m #2.

. i ve
i >>B helorofScience(Cybefs&curlty)»E_d‘thcowan nIversiy ANY DE
. :: B::helorof IT (majoring in CyberSecgrltt)y),g"ai‘:i‘t‘;)"'e University A PDSTGR AGDRUEAETéNDDE GT RHEEENIﬂU
lor of Networking (majoring in Cyber Security,
L~ Bl\;lﬂglhbeotljjrrr(\)e l:stitute of Technology CYBER SECURITY
>> Master of Cyber Security, Strategy and Risk Management

i Sec
> Bachelor of Computing and Cyber . . .
:> Bachelor of Cyber Security and Behaviour, Weste Australian Natione] i St

B . . : >>Master of Cyber Security, Edith Cowan University
M'I ‘ "> Mester of Cyber Security, University of Queensland

OPTION #3: l/ .......... |

ST B e
§ OPTION #U:
0 A CYBER SECURITY

>> Certificate IV in Cyber Security, Melbourne Polytechnic
BOOT-CAMP COURSE

aduate Ce tificate in Cybe SeCU |ty and NetW Iks Q”l
>3 D p oma o 0 at on Techno Ogyv 10 0 th course, COdel “cade"ly

>> Certificate IV in Cyber Security, TAFE NSW
>> Associate Degree in Applied Technologies specialising in Cyber Security, ' .

>> Cyber Security Program, three-month course (full time), Institute of Data
isk and Strategy, six-week course, RMIT

urity, UNSW -
rn Sydney University

University of Tasmania

. i >> Cyber Security R o , UNSW Canberra
WH > O S 2 ek, Uty et sl
HAT CAN | EARN?
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Decipher this to win all the kudos and a copy of )
Ready, Set, Code! \\\ '

sqhuuhi myjx ijuc READY,

Email your answer to info@refractionme,zdia.com.au =S , ”
with the email subject ‘Cyber challenge’. ’ @@@EQ

ill wi of
The first correct response will win a copy
Ready, Set, Code! from CSIRO Publishing. e
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HI_NT: Make sure you use the right font and
enjoy all of the pages of the mag!

For full tgrms and conditions go to:
careersmthstem.com.au/terms-and-conditions
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